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Research and Design of High Energy Efficient Hybrid Base Polynomial
Multiplication Algorithm and Reconfigurable Hardware Structure

BIE Meng-ni, LI Wei", CHEN Tao, LI Hui-qin, DU Yi-ran, NAN Long-mei
(University of Information Engineering, Zhengzhou, Henan 450001, China)

Abstract: In this paper, we present a fast polynomial multiplication algorithm, the hybrid-basis number theoretic
transform (NTT) and inverse NTT (INTT) algorithms. These algorithms can efficiently implement polynomial multiplica-
tion based on finite domain using NTT conversion. On this basis, the paper explores the computational structure of fast poly-
nomial multiplication algorithms. Without adding extra computational components, it optimizes network connectivity and
proposes an energy-efficient reconfigurable hybrid-basis polynomial multiplication acceleration network. This network can
flexibly implement base-2, base-3, and base-4 NTT/INTT algorithms, while doubling the operational efficiency of base-3
and base-4 NTT. This paper studies the issue of memory access conflicts in the computation process of hybrid-basis NTT. It
theoretically analyzes the causes of these conflicts and, based on this analysis, proposes an energy-efficient hybrid-basis
memory management scheme, designing the corresponding address generation logic. The proposed memory access scheme
is a form of in-place memory access, and once implemented in hardware, it can still manage memory for different polynomi-
al multiplication algorithms. Experimental results show that, under the 55 nm CMOS process, completing polynomial multi-
plication with a dimension of 256 and modulus less than 2'° requires only 0.785 ps. The maximum operating frequency can
reach 476 MHz, with a power consumption of 83.6 mW and an area time product (ATP) of 152.604 kGE- s. Compared to

the existing research, the ATP value of the proposed structure in this paper is reduced by more than 40%.
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1. Bank addr=ADDR _orign>2

2. Bank index=ADDR orignmod4
w2 -1

3. Gyp= D, aymod4
w2 171

4. a,= D ay, mod4

1
5.if R#3 then Bank _index= (2a0dd+ A yen+2a, +a0)m0d4
6. if R#4 then

Bank _index = (Bank _index+a,,, ) mod 4

7. end if
8. endif

Mk 4 T LR B, FATI4R A TC R A7 5 1R
J5 58 U B E RO S P2 i, R AT SC ik 2 3 3
FIEE 4 =R O0 T BIVTAE , S APBE AT AR 22l
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FERH NTT SR s Bl 2 i3 1k . M & 3 a4 iy it
HET BB S HE . K6 LA 16 5 NTT A8 7 5] , 141 Hb
T NAFIET L FE

R=3 R=4 R=2

Orign  IndexAddr OddEven Index Addr Index Addr
0000 | [[00 ] 00 0 00+00=000[ 00 | 00 | 00+0=000 [ 00 | 00

o

0001 01 | 00
0010 10 | 00
0011 11 ] 00
0100 00 | 01
0101 01 [ 01
0110 10 | 01
0111 1101
1000 00 [ 10
1001 01 [ 10
1010 10 | 10
1011 11 ] 10
1100 00 [ 11
1101 01|11
1110 10 | 11
1111 1)1

0 00+01=001| 01 | 00 | 01+0=001| 01 [ 00
0 00+10=010{ 10 | 00 | 10+0=010| 10 [ 00
0 00+11=011| 11 | 00 | 11+0=011 11 | 00
1 01+00=001{ 01 [ 01 | 01+1=001 | 01 | O1
1 01+01=010{ 10 [ 01 | 10+1=010| 10 | 01
1 01+10=011f 11 | 01 | 11+1=100( 00 | 01
1 01+11=100| 00 | 01 | 00+1=001| 01 | 01
0 10+00=010| 10 | 10 | 10+0=010| 10 | 10
0 10+01=011| 11 | 10 | 11+0=011| 11 | 10
0 10+10=100| 00 | 10 | 00+0=000| 00 | 10
0 10+11=101| 01 | 10 | 01+0=001| 01 | 10
1 11+00=011| 11 | 11 | 11+1=100| 00 | 11
1 11+01=100{ 00 | 11 | 00+1=001| 01 | 11
1 11+10=101| 01 | 11 | 01+1=010 10 | 11
1 11+11=110{ 10 | 11 | 10+1=011| 11 | 11

6 16 55 NTT A TG i 58 N A7 5 1R 7 48

& 6, 55 —%1 ok 16 5 NTT B R Gk, i T3]
BEAFEAE 250 M 44 bank , BT LU R I M1k AR AL 5 s oz
Pedr . XT3N 3 A , AN EFE 44 bank (IFEAEH R
FEA wgE | T LA B bank 225 | #E , & 057 A S2BR bank
Pl . XA 2 R4 B L, 27 A A el g, N
B 4 B R R bk A e AT AR AR A T B A A R
BUEE 3 48R . 55 59N Ak 455 54T 7y
KT MH, bank P HIEAAS W5 6 51 s . 55 7 510 &
E A 6T 2150 F B E S M, 5 bank Py hE St
[ ZH B 2 B s ik, s 8 1) r 7 . T LA 3], FEEK
A3IR 34 2 I AR B R AR 431 L, A B AR AT
FCAEASE] B bank Hh AN 2 K A iAo e

MRYE B 4, A SCBEH kA= BB B 45 kg dn 18] 7 fg
HE PN I 7S, B9 T 3 8 v A ik A g 5 8 A A R 1
WX BB i . SR, Y R TR 2 F 3 B
T BLE NTT BT 46 A INTT A4 45 o1 0 ) k47 o7 2 5 14
P . 3R NTT B B35 LA B4 A, PLE SR
P4 INTT IE S A . i a5 R e s IR 7 i i A
T2, AT LU o S B4 . SCHR [ 10 DR A/ 1 i 31
THEAWNTT/INTT 33l L B3 2 1w Ak T
1 AR R ofe 1 e DR (8 P A AS B | TR e 7
SERIE S rh e R 0 00 TR A A — A [
A5 XA A O R R G K, BTy R AR
5 . O R B AR N, A2 PR A ) RN i
A ] REAE TP IR T B AT — IR B 2 Ui e R A
TN B AR [ A MORRERE T A, Sk
R TUARZS 8] SR D FE . 25 B S e /e R ek
WIHR B2, RIS B — ik, IARE 47 B 1 2% i, AT LA ok
43 bank BIAFREEE R B0 G ERAE BRI A S A i
Bk A BB . T O A G TG R R AT
7 J2 G R SRAFAE WA I 57 B #8442 A s ] £
WA ik . PRI, AR Sk PR 7 2 B Rl A i A i

PRPRPRPRPRPOOOOOOO

[N

A GZ R, AN 7 RELRAE SN AR 23 BT R L 5 i SCRY ik
REAR R AN GS 5 3 [F) ZH s bl A 2 R 4 1

R/W

: 5, Bank_ :
| " addr |
| by |
1ADDR | [ 121G odd>»@pa(+) Bank_
| _orign tndex
[1.0] e !

|

F7 bk S0 A 1A

5 ZAWIESXIESHh

Sk Xof AR SR H 1) ] EE R 22 3 TR v i I £ R A T
A, FAT1M8 ] Verilog HDL X AT 84 22 39 =X 3¢ v o
I 28 AT AR , 7E CMOS 55 9K brifE BT T4 F i
T HERG, B I i =y ARSI R 1] 35 5] 476 MHz. F
A PTPX T HEF7 DI FEML, - D60 83.6 mW. Uit
Ab AR SR X FPGA S35 5, #E 8 Vivado 2019.1 3 {4
A3 9 ] T Artix-7 . Virtex-7 . UltraScale+ & Zynq-7000 4
FKFPGA R AT BER G, Sy TARMR 430 P 35 5]
196 MHz.303 MHz.286 MHz #1256 MHz.

F2 25 T3 AR R SR R 2 T e T A
FPGA LS5 . 76 S8 n 7 256,240 q/INT 16 bit
BB LL T (B4 Kyber H i 2230 203 % ) , AR SCHE HE A9
) 4% 8 3 R Sc R (11 ] SCmk [ 12 ] FnSCk (1369
2.82.5.17 F12.47 f% . ATPAE R SCHk [ 11 ] FnSCiik[12] B
AR T AR SRS T S B 5k S R 2%
Fb SCiik [ 13 15 22, i i FROF RS 48K, B0l ATP {5 i
fe . AEL ] B 2 B AR ST BT U 29 10% 19 ATP {i
BT 45 B i R R

HESHn 1024, 280q/NF 16 bit IIE LT , AL
2 HR A T s X 2% 3 O SCHR 10 ] 1 2.19 /% . Sk [ 10]
R SR B — SR T B AR g (E7E 14 bit LAY
1 Z2 T =Xk, A R R B s W T B R A DN 3K
8 ATPAEAR T AR SCH M %) IR 28 2354

TESHn } 256,80 q/NF 32 bit (E BT (] 4n
Dilithium H 9 2300 20T 5 ) | A SCHE H 14 19X 45 25 46 3
S R SCHR [ 15 ] A Sk [17] 09 3.79 /%5 A1 1.63 1%, HL
LUT /% ATP B 2% F Sk [ 15 1 FScik[17]. SCik[16]
FE 4 5 T R A SCI T 2 4% (R BE PRI FE K, ATP (B 2
AR SCHYAT 475 . SCHKL 14 1 [FEFSEBE T Kyber £ Dilithium
i) 23 X SRk, e R B AR BEIR IS AR R B T
SCHRN RARIRAE FPGA 52 40, ATP 19 F AR B
LR L

S n N1 024,250 q/NT 32 bit AE LT (40
Dilithium f1 % 29 51| 5 9 2T =0T i) , 5 3CHk [ 18 ]4H
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F2 BMAREFETPCA ERIBERIT L
ZH WL | AR ATP
SCHR Ay TZ Z¥q . WiE/ws | LUT/FF/DSP/BRAMs
n MHz W% LUT/K FF/K DSP
SCHR[11] | 2022 | UlraScale+ | 256 <«2b 250 932 3.728 3 541/2 467/—/— 13.20 9.20 —
SCHR[12] | 2021 Artix-7 256 | 3329 161 1600 9.937 1737/1 167/2/3 17.26 11.59 19.87
SCHR[13] | 2021 Artix-7 256 | 3329 182 864 475 2 543/792/4/9 12.08 3.76 19
A UltraScale+ )56 i 286 377 1.32 5 975/3 350/45/6 7.89 4.42 59.4
Ng'§ <
Artix-7 196 377 1.922 7 060/4 670/45/6 13.57 8.98 86.49
SCHR[10] | 2022 | Virtex-7 | 1024 | <2" 270 3924 14.53 1196/969/12/3 17.38 14.08 174.36
AL Virtex-7 | 1024 | <2' 303 2010 6.63 6 520/3 830/45/6 43.23 25.39 298.35
SCHR[14] | 2022 | Artix-7 256 | 8380417 | 540%* 128 0.237% 25 674/3 137/64/6 6.08 0.74 15.17
SCHR[15] | 2021 Artix-7 256 | 8380417 | 216 3510% 16.25 2 044/—/16/6(18k) 33.22 — 260
SCHR[16] | 2023 Artix-7 256 <« 135 355 2.63 | 44 800/34 500/128/16 | 117.82 90.74 336.64
SCHR[17] | 2021 Artix-7 256 <% 232 1627 7.00 4780/—/16/24 33.46 — 112
A3 Artix-7 256 <% 196 841 429 7 060/4 670/45/6 30.29 20.03 193.05
SCHR[I8] | 2022 | Virtex-7 | 1024 | <2% 250 2075 8.3 10 272/6 704/80/87 85.26 55.64 664
A3 Virtex-7 | 1024 | <2® 303 4066 13.42 6 520/3 830/45/6 87.5 51.4 603.9
SCEK[19] | 2022 | Zyng-7000 | 701 8192 130 5507 42362 3 963/3 389/45/— 167.88 | 143.56 | 1906.29
A3 Zynq 701 8192 256 7 240 28.236 7 060/4 510/45/6 199.346 | 127.344 | 1270.62

T TR SCHER LA T NTTAHSCE A , A 1 e, LA 3 A5 b J BRSO D — ok 2 T e i i i JRT 1 5 SOk i8eA 465 HH BH AR Y FPG A SEERRY

BHBHAE , 540MHz > TSMC 28nm T 25 F fZ5 A 5%

Fb , AR SR 1 D90 28 5 1) S BE B AR T 38% , BRI AEHK
%, ATPAE 5 SCHR [ 18 JR5F  (H SR [18 ] HEFXT g (E N
32 bit i NTT/INTT #EA 7, BP7E o (A R 32 (21915
LT ATEERFE 32 AT , R/ IMEEIAG B AN A, BT LA 2
PUAT Kyber i i 230 e i, AR SCEE AN 6.63 s, 55
SCER[18 169 8.3 ps 42T+ T 20% , ATP (AL 29 SCHk[ 18]
14 50%.

TEZS K n H 701, 280 q R 8 192 W IE N T (R
NTRU701) , 3 el e S i ™ 305 2k SR A 3L 07 vk it
s A ARREE . 53CHRO19 A L, A SCLUT /Y ATP
{H 7 T 50Hk (19144 16%, FF 5 DSP 1 ATP {8 43 HIK T
SCHR[ 19129 13% F150%.

ZiG LR g R YR EN X NTT B FPGA SEER
2R X — R S HOE BT AL R T DAL =
B RERL S B — Fh ol — 2R 5 & T H A Sk e,

S B A B B 2808 R R B AR B AN P S . AR S
P2 BT IE 2 Fh S 800 B O T YT R B0 R = Y R
B, AR ARSI T 2 Sk T E AR R SR
TERERK .

TEPRA o B 7 3 s AR R R 52 B A6 SC b, B
1 Xf Z2 1 2 T i BT R AT ASIC SE BRI T AR b, %3
G T = LR A R 22 I X A fe T AE ASIC b iy SE B
5% . 5 ICHR[20 JAE HE , AR SCHRE H A 45 ) 3 B 4 T = ik 60
AT, — 7 T SCHR[ 20 2RI FE A3 1T, T RRURD 324504
b FBARIK, o5 — D7 T SCHR [ 20 DX 2 5 & T
AR AT, A7 B H A T BE R R AR, (2
223 B IR AR OR TR F 2 T AU vk A . N2 B
HEE SR , ARSI ATP AR A T SCiik [ 20 ], BERLAE IR
I8 8 T SCHk [20], RIEORE SOk [20 109 =046 7 21 5 A
C A [H] ) 476 MHz, H: ATP {8 2}y 154.36, fEZL(H N
0.013, 42 SCIH) ATP {E FIRERL (MR SRME A 3

F£3 AEASMARTEZMTE ASIC THIBERXTEE

RERL/

WS | WHERE | RIRE | T . TiFE
HER | AR SRR . n q PR ATP | (us*
MHz ik /s /nm /mW .
mWY)
Sapphire™ | 2019 | NewHope, Kyber, Dilithium, Frodo 72 3867« | 53.71 | 40 | 256 | 7681 | 19kGE | 9.27 | 1020.49 | 0.002
VPQC?Y | 2020 NewHope. Kyber. LAC 300 123 0.41 28 | 256 | 3329|521 kGE | 164 | 213.61 |0.015
MENTT? | 2022 Kyber, Dilithium 151 3171 23 65 | 256 | 2" |036mm’| 626 | 8.28 |0.007

R Kyber. Dilithium. Saber. NTRU. 6 ;
A3 — 476 374 0.785 | 55 | 256 | 2'° |0.35mm’| 83.6 | 0275 |0.015
LAC. NewHope---

TE < H1 T SCHk R T NTT AR CEAE , S 68 HUAE, LA 3 A% o o S B0 AL — YR 22 300 12 1y v 4 Jo 4
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SCHRL21 JEE X NTTANTT #4747 0 531, 5 28] T
VT 243 A SO (EL ] Ak A7 g 447 o0 1) R R AR
K, H ATP {2 it i 7R SC 24 40%. 7R SCHEARFFRERL(E
P S N =RV e ) | W I R S SN = R I

X HESCHk[22 ], FTH AR A PR 5 AR SO, (H 58 AR
— IR Z I A e vk s FRE IS SR AR ST 29 %, ATP{E AL 5
TR 30R%, BARA S INFRE L Z & Hh 2 13 6%, 15
M T HERE R, AN SCRYRERST b 2 2 2435

ZE LR AR SO ATP {5 =0 SCERAR LA AT
B B LA, e BAR ST T AT 3¢ v B TRBR AR, AR S
) RE ARt 3 v T Sk [ 20,22 ], 5 SCik [ 21 35 . &3
BT A SCHE 1% AT FE AR 22 000 X 3 12 in ko 486 7 £
R R 2 WA e i BRI EE N 3 T AT EH A
SEPUBEA RIS PR T B SN BT R BUR T

BEGA R
6 it

AR SC AT BRI B AR, X BAT O KS SE G S
Bkt 2o ARk s BRI . IR T — MRS
PR Y 38 T NTT 9 P st 22 11 X 3fe vk 3307k, T S o 47 3
T BRI ) 223 2o iz B . SR, AR SR X
Mol iz Bl 2, T RE AR A L 1 NTT B3k fn
INTT H75 . 7E st 3enl b, XHRE &2 a9 20 20T ik 7 ik
B3z B G5 M JR T 9, DR 1 S B0 A0 £ B A T RE AR
b, B T — ol T EE A 1 G — Ak 22 3 S v
W 2, 76 N3G &R Ah iz B R TR R L R 2 3 5 3
ANTT iz BRCRIETF T —45% . X NTT iz B 7 177 ik
5 ) J R TRAIE ST, ABIF I B T o 28 B AR AR It
LI T S REROR A A A U 58 AR SCHE
) S5 R AR PR R 25 2 2 X T i B ORI AT $2 T, 3
TN T EE AL ST S AN 2 P T s B BT Y R
TEPE S TR ZR G RERL .
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